Robert Rockwell
Rob.a.rockwell@gmail.com
https://www.linkedin.com/in/rob-rockwell/

SUMMARY
Highly skilled and results-driven Cloud and Network Engineer with over a decade of experience in customer-facing support and technical roles. Proven track record in planning, proposing, and executing diverse IT projects. Passionate about leveraging cloud technologies and DevOps tools to optimize infrastructure and enhance operational efficiency. Eager to embrace new challenges in the tech industry and dedicated to continuous learning.

TECHNICAL PROFICIENCIES
• AWS Services: EC2, Elastic Beanstalk, EFS, VPC, RDS, S3, Glacier, IAM, Kinesis, CloudFront, CloudWatch, CloudTrail, CloudFormation, DynamoDB, Lambda, Route53, SNS, SQS, API Gateway, CodePipeline, CodeBuild, Elastic Search, CodeDeploy.
• DevOps Tools: AWS CodePipeline, CodeBuild, CodeDeploy, Elastic Beanstalk, Docker.
• Languages & Operating Systems: Python, Windows, Linux, Unix, Ubuntu, RHEL, CentOS.
• Configuration & Source Code Management: Ansible, GIT, Code Commit.
• Databases & Web/Application Servers: SQL Server, MySQL.

PROFESSIONAL EXPERIENCE
IAM & DevOps Engineer | AnchorZero, Inc | Aug 2022 – Present
• Enhanced IAM strategy in Google Workspace and AWS, implementing 2FA with YubiKey and SSO for third-party services. Strengthened email security via SPF, DKIM, DMARC, and provided documentation for maintaining excellent email/domain reputation.
• Contributed to Terraform codebase, automating infrastructure provisioning for DNS records and AWS break-glass strategy, optimizing operational efficiency.
• Proposed and implemented playground/testing accounts in AWS for employees. Wrote the Terraform module for the creation of said AWS accounts, ensuring compatibility with our AWS SSO implementation and that each account has a monthly budget of $100, with SNS alerts to notify when the budget limit is reached.
• Lead a project to strengthen endpoint protection. Successfully rolled out Apple Business Manager and integrated it with Jamf. This accelerated onboarding and offboarding processes by facilitating zero-touch deployment and reduces complexity and labor costs.
• As the Subject Matter Expert (SME) for Jamf, managed the MDM platform. Implemented automatic enrollments, configuration profiles, wrote scripts to remove old MDM solution, re-enable firewall after one hour, enforce FileVault, and automatically collect recovery key, etc.

Senior IT Operations | Confluera, Inc | Sep 2021 – Aug 2022
• Guided Confluera through SOC2 certification process within two months, ensuring compliance with industry standards. This includes drafting documents for policies (such as Incident Management, Information Security and more), auditing our access controls, creating a cybersecurity awareness campaign, proposal and subsequent deployment of endpoint protection, and much more.
• Supported a team of 40+ employees, optimizing day-to-day operations. Handled all procurement, onboarding, offboarding, IAM hygiene. Managed vendor relations with all third party service providers.  Reviewed IT expenses quarterly to identify overspend.
• Maintained SaaS customer cluster health, leveraging monitoring tools like Grafana, Prometheus, and Datadog to identify developing issues and remedy them before they become problems that will impact customers.  Reviewed performance metrics weekly to determine if any clusters need to scale up.
• Conducted in-depth cost analysis within our AWS environment, saving tens of thousands of dollars by identifying and eliminating overspend in cloud services, particularly in storage and networking services.

IT Analyst | Nike | Mar 2021 – Sep 2021
• Provided exceptional technical support, resolving complex network issues, including wifi and SSO-related challenges.
• Supported Identity Access Management through Active Directory and SailPoint, managing permissions and account migration.
• Trained end-users on Nike software, enhancing productivity through customer education.
• Documented support efforts via ServiceNow, ensuring timely and detailed records.

Network Engineer | Cisco Systems, Inc | Jan 2016 – Oct 2019
• Served high-profile customers, such as Apple, Verizon, IBM, and Paychex, resolving complex network problems with precision and efficiency.
• Played a critical role in high-severity cases, driving resolution for hospitals facing significant monetary and operational challenges.
• Proactively identified issues in customers' environments, filing "Beyond the Fix" cases to recommend config changes, enhancing network performance.
• Promoted to High Touch Technical Services (HTTS) team, offering dedicated support and building strong customer relationships.
• Filed over 20 bugs, utilizing lab testing infrastructure, and effectively communicated software defects to customers.

Datacenter Technician | Cisco Systems, Inc | Apr 2014 – Jan 2016
• Set up complex testbeds for high-severity tickets, meeting strict SLAs and earning valuable experience in network communications management.
• Responsible for patching cables, establishing layer 1 to layer 3 access, and validating telnet access for testbeds.
• Managed cable inventory, troubleshooting layer 1 cabling issues, and supported the onboarding of new hires.

EDUCATION
Bachelor of Science in Network Communications Management | DeVry University – Fremont, California

CERTIFICATIONS
• AWS Solutions Architect Professional
• AWS Developer Associate
• Terraform Certified Associate
• Cisco Certified Network Associate

WEBSITE
www.rockwellportfolio.com
